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A Bank Robbery Scenario in RisQFLan
A screenshot of RisQFLan
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● Not entirely direct encoding of the scenario
● The extra root node, the extra states to model failures, etc

● We need different types of nodes 
● Attack, defense, countermeasure

● We need richer constructs for building the tree diagram
● QFLan has: or, requires, excludes
● Missing common constructs: and, o-and, n-out-of-k, activates, inhibits

● Attack attempts might fail
● The ‘install’ of an attack node might ‘fail’. Failures should be 1st-class citizens

● There is no ‘absolute security’
● Qualitative constraints like ‘excludes’ or ‘requires’ are too strong
● Often, failure probabilities are ‘scaled’ and not zeroed by defense mechanisms

● Exact analysis might be necessary in some scenarios
● Complement MultiVeStA Statistical MC by PRISM/STORM exact Probabilistic MC

QFLan limitations for Risk Modeling/Analysis



● Not entirely direct encoding of the scenario
● The extra root node, the extra states to model failures, etc

● We need different types of nodes 
● Attack, defense, countermeasure

● We need richer constructs for building the tree diagram
● QFLan has: or, requires, excludes
● Missing common constructs: and, o-and, n-out-of-k, activates, inhibits

● Attack attempts might fail
● The ‘install’ of an attack node might ‘fail’. Failures should be 1st-class citizens

● There is no ‘absolute security’
● Qualitative constraints like ‘excludes’ or ‘requires’ are too strong
● Often, failure probabilities are ‘scaled’ and not zeroed by defense mechanisms

● Exact analysis might be necessary in some scenarios
● Complement MultiVeStA Statistical MC by PRISM/STORM exact Probabilistic MC

QFLan limitations for Risk Modeling/Analysis

We can model scenarios like this



A Bank Robbery Scenario in RisQFLan
Analysis: SMC with MultiVeStA

bit.ly/RisQFLan

Attacker Behaviour

Attack-defense tree

Statistical
SMC Analysis

https://bit.ly/RisQFLan


A Bank Robbery Scenario in RisQFLan
Analysis: PMC with PRISM/STORM
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Generalized
QFLan Architecture

[COSE’21]

… Domain-specific components necessary to instantiate the architecture in a new domain

… Existing domain-independent components

… Automatically generated domain-independent components



QUESTIONS?
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