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Model Checking
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Model Checking for Stochastic Systems
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Numerical vs Statistical Approaches
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Numerical vs Statistical Approaches
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Numerical vs Statistical Approaches
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Numerical vs Statistical Approaches
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Numerical vs Statistical Approaches
Numerical approach

e Precise value (but prone to numerical errors)

e Strong probabilistic hypotheses

e Memory space proportional to the size of the stochastic process

4/15



Numerical vs Statistical Approaches

Numerical approach

e Precise value (but prone to numerical errors)

e Strong probabilistic hypotheses

e Memory space proportional to the size of the stochastic process

Statistical approach

e Confidence interval: probabilistic framing

e Small memory space

e Easy to parallelise

e Weak probabilistic hypotheses (only an operational semantic)
e Requires fully stochastic models

e Rare events problem
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Numerical vs Statistical Approaches

Numerical approach

e Precise value (but prone to numerical errors)

e Strong probabilistic hypotheses

e Memory space proportional to the size of the stochastic process

Statistical approach

e Confidence interval: probabilistic framing

e Small memory space

e Easy to parallelise

e Weak probabilistic hypotheses (only an operational semantic)
e Requires fully stochastic models

e Rare events problem

Hybrid approaches

Combine both approaches; usually using stochastic bounds
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Generalised Stochastic Petri Net with General Distribution

Example Description (Tandem Queues)

Exponential(1.0 Uniform(1,3)
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Generalised Stochastic Petri Net with General Distribution

Example Description (Tandem Queues)

Exponential(l.O)DeterminiStic(l'O) Uniform(1,3)

Description
e A Petri net; defines state space, events and transitions.

e After a transition is enabled the time before firing is distributed
according to the distribution.

e The next event is the transition with smallest firing time.
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Example Description (Tandem Queues)

Uniform(1,3)

Description
e A Petri net; defines state space, events and transitions.

e After a transition is enabled the time before firing is distributed
according to the distribution.

e The next event is the transition with smallest firing time.

Extensions
e Petri net with inhibitor arcs, marking dependant valuation.

o Coloured Petri net
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Specification Language

Linear Hybrid Automaton (LHA)

T=10
e An maton labell f N=5
a.uto ato .a.1be ed by set o brable mtm<N o /’
Petri net transitions or #. m : variable True
e A set of variables with flows.

t<T
{1, 02}

Assignment of variable.

Linear guard and invariant. mtny =N

N pipsy t<T
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Specification Language

Linear Hybrid Automaton (LHA)

: variable
: variable

T
An automaton labelled by set of N
Petri net transitions or #. m

A set of variables with flows.

t<T

Assignment of variable.

{\ 1o} ntm, > N

Linear guard and invariant.
{N o} t<T

HASL formula
e An LHA

e An expression over variables of the automaton, to compute complex
indexes on accepted paths.
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Cosmos a statistical model checking tool
Development History
e 2009-2012 Joint work LACL and LSV : initial work
= Hilal Djafri thesis
e 2011-2014 LSV : handling of rare events
= Benoit Barbot thesis

e 2015-2018 Joint work LACL, LIP6, LSV, IRT SystemX : simulation of
hybrid systems for autonomous vehicles
= Yann Duplouy thesis

e 2015- Joint work LACL, University of Oxford, Verimag : Uniform
sampling of timed languages
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Description: a command-line tool

Input model: a Generalised Stochastic Petri Net with extension

Input specification: HASL formulas

Input: Statistical Parameters

Output: Probabilistic framing of values of HASL formulas
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Description: a command-line tool

Input model: a Generalised Stochastic Petri Net with extension

Input specification: HASL formulas

Input: Statistical Parameters

Output: Probabilistic framing of values of HASL formulas

Architecture
e Contains 25 Kloc of C/C++ and OCaml under GPLv2
e Generates code implementing the synchronisation GSPN/LHA

e Distributes simulation
Cosmos
Code Generator l

Statistical Engine [T »

Simulator

Executable

Cosmos runtime
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Features

Static and Sequential statistical methods: Chernoff-Hoeffding,
Chow-Robbins, Gaussian, SPRT

Several input formats: GrML, Marcie, PNML, Prism

Several compatible editing tools: Coloane, GreatSPN Editor, Snoopy
Fast thanks to structural analysis of Petri nets and code generation
Low memory footprint

Various possible outputs
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Features

e Static and Sequential statistical methods: Chernoff-Hoeffding,
Chow-Robbins, Gaussian, SPRT

e Several input formats: GrML, Marcie, PNML, Prism

e Several compatible editing tools: Coloane, GreatSPN Editor, Snoopy
e Fast thanks to structural analysis of Petri nets and code generation
e Low memory footprint

e Various possible outputs

Extensions

e Handling of Rare Events with importance sampling
e Uniform sampling for timed automata

e Hardware in the loop simulation

e Simulation of hybrid models: Simulink
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Cosmos Output

O340 1UB4HY

49.97 U3 104

Request N

7
Start,0.9998995

Yo

0.49868'

0591

Access;

End,0.994944 0.993

f.(x} = Uniform lay, 3, f,(x) = Uniform [av, 4] 00182963 evelod.
00182653 level=0.
e 00091693
Throughput_End2 0.70000000 [ 0.09385615 < 0,99431497 > 0.99477379 1. 1.29000000 > width-0.00091764
Throughput_Start1 0.71000000 -[ 0.99895167 < 0.99941119 > 0.99987072 - 1.32000000 >| width=0.00091906
Throughput_Start2 0.70000000 -[ 0.99884363 < 0.99930352 > 0.99976341 1- 1.30000000 >| width=0.00091978
MeanToken_Request1: 14.17831331 -[ 50.03196328 < 50. 089&)7213 > 56 14738229 ] ‘Jl 39414348 >| width=0.11541901 leve
MeanToken_Free: 0.00000000 53314 > width-0.00005213 level-0
MeanToken_Request2:

1
0.35296725 -[ 049817469 < 0.49840450 > 0, 49863430 1- 0.65254479 >1 width0.00045961 level-d
0.34265517 -[ ©.49819602 < 0.49842583 > 0.49865563 ]~ 0.64688702 >| width-0.00045961 level-0.99000000
CHHAREELEIARELETII0E
Littirete

10/ 15



Waiting Queues [PT, RareEvents]

Databases, Philosophers, Peterson [Coloured|
Flexible Manufacturing Systems [PT]

Molecular Signalling Pathway [PT, RareEvents|
Computation with DNA [PT]

Human Heart and Pacemaker System [Hybrid model]

Autonomous Vehicles [Hybrid model
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Modelling of IEEE 802.11 Wireless network

Modelling as a Stochastic Coloured Petri Net [ValueTools19]
e WiFi with priorities e Colored Petri Net

e Random backoff e Large color class
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Modelling of IEEE 802.11 Wireless network

Throughput and busytime with increasing loads.
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Cosmos

e Fast and lightweight statistical model checker.
e Rich classes of input models.

e Rich specification language.

e Modular and open source.
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< c @ smos.lacl.fr/publis.html

Cosmos jome  Description allation Tutorial Publications Docu

Publications on Cosmos

1. 8. Barbot, B. Bérard, Y. Duplouy and . Haddad. Integrating Simulink Models into the Model Checker Cosmos. In Proceedings of the 39th International Conference
on Applications and Theory of Petri Nets (PETRI NETS'18), pages 363-373, Bratislava, Slovakia, June 2018, LNCS. Springer.

2. P. Ballarini, B. Barbot, M. Duflot, S. Haddad and N. Pekergin. HASL: A New Approach for Performance Evaluation and Model Checking from Concepts to
Experimentation. Performance Evaluation 90, pages 53-77, 2015.

3. P. Ballarin, H. Djafri, M. Duflot, S. Haddad and N. Pekergin. COSMOS: a Statistical Model Checker for the Hybrid Automata Stochastic Logic. in QEST11,
pages 143-144. [EEE Computer Society Press, 2011,

4. P. Ballarini, H. Djafri, M. Duflot, S. Haddad and N. Pekergin. HASL: An Expressive Language for Statistical Verification of Stochastic Models. in VALUETOOLS'11,
pages 306-315. 2011.

Publications using Cosmos
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In proceedings of the 14th European Performance Engineering Workshop (EPEW 2017). 2017.
9. B. Barbot, N. Basset, M. Beunardeau and M. Kwiatkowska. Uniform Sampling for Timed Automata with Application to Language Inclusion Measurement. In QEST'16,
volume 9826 of Lecture Notes in Computer Science, pages 175-190. Springer, 2016.
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pages 195-204. ACM, 2016.2016.
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Elsevier, DOI, 06/2015.
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Springer, 2015.
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