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The Internet has become an indispensable commodity in
the last several years. This achievement was parallel to the
growth of sophistication that home networks have under-
gone, nowadays hosting a variety of devices such as PCs,
tablets, mobile phones and specialized apparatus such as
smart thermostats and other Internet of things (IoT) de-
vices. While these devices offer users an array of services
and conveniences, they come at the cost of increasing the
attack surface of the home network.Because of the vulnera-
bilities of such devices, they have been increasingly used as
the source of Distributed Denial-of-Service (DDoS) attacks.

DDoS attacks are difficult to prevent, because they are
launched from a large number of infected devices connected
to the Internet, collectively known as botnets. The attacker
compromises devices by injecting malicious code (malware),
which allows the attacker to perform actions at a later time
using these devices as sources of harmful traffic without
knowledge of the device’s owner. The traffic generated by
some botnets is typically composed of millions of small flows.

Despite all the continuing efforts to detect and mitigate
these attacks, their number have not decreased. In fact, the
number of DDoS attacks drastically increased in 2020 [2].
Roughly, DDoS attacks are produced by launching a burst of
packets simultaneously from a very large number of devices
towards a given target.

Needless to say, early identification of these attacks and
their sources is of prime concern of companies. However, it is
also imperative to discover if there are fundamental tradeoffs
between the amount of damage an attacker can inflict to
services and the attacker’s ability to remain undetected. If
these fundamental laws exist, they could shed some light
concerning covertness versus damage and they could be used
to help building effective DDoS countermeasures.

It should be evident that the objective of the attacker is
to inflict as much damage as possible by generating enough
traffic (for instance, generating a large amount of control
packets) to wear out the victim’s resources and, consequently,
to disrupt user’s services. The malicious traffic originates
from home network devices with limited capacity. As such,
the attack generated from a single home is far from suffi-
cient to cause any damage. Then, necessarily, the attacker
tries to use as many homes as possible, remotely activating a
large number of controlled devices (the bots) that have been
previously infected. Furthermore, it is advantageous for the
attacker to remain covert (undiscovered) while attacking.
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It is hard to differentiate attack traffic originating from a
single home network from the regular home user traffic. This
is probably why most network-based DDoS detection meth-
ods rely on detailed network traffic information (e.g., packet
header data), which is in general computationally expen-
sive and also raises concerns about user privacy. To avoid
these drawbacks, methods based solely on metrics such as
byte/packet counts should be preferred [6, 3]. A lightweight
approach that employs network interface byte/packet counts
also scales, and is oblivious to botnet-specific attack signa-
tures and encryption.

Clearly, the larger the number of compromised devices in
different home networks, the greater the amount of damage
the attacker who controls these bots can potentially cause.
The work of [6] proposes a method to detect an ongoing
attack from a home-router without resorting to packet in-
spection, and also shows that the likelihood of detecting a
DDoS attack can be improved with the number of partici-
pant bots in the attack. A fundamental question then arises:
Can a DDoS attack be covert and if so, what is the damage
it is expected to cause?

The covertness criterion considered in this paper was pro-
posed in the context of low probability of detection (LPD)
communications. Although there are a number of papers
in this area [1, 8, 4, 5, 9], to the best of our knowledge the
only other work that discussed covert DDoS attacks in home
networks is [7], wherein we track a different setting where
the admin can leverage several network traffic features to
improve detection accuracy.

Goals. In this paper, we aim to avoid packet inspec-
tion as in [6]. Furthermore, it should be evident that the
damage caused by common DDoS attacks (such as Mirai) is
proportional to the number of infected devices (equivalently
the number homes) participating in the attack. In addition,
from the administrator’s point of view, the number of false
alarms should be kept to a minimum, since there is no point
in detecting occasional attacks if the number of false alarms
is unbearably high.

We then pose the following questions related to the at-
tacker’s ability to cause as much damage as possible and
the likelihood to remain undetected: is there any funda-
mental limit on the damage an attacker can cause to the
victim while remaining covert? if such limit exists, how is it
related to the false alarm rate?

We stress that our goal is not to devise a deployable detec-
tion method but rather to discover fundamental laws that
govern the covertness ‘game’ played between the attacker
and admin and to understand the limits on the damage an
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attacker can cause.

System description and model. To answer the above
questions, we propose an analytical model to capture the
essence of these attacks. The model comprises two com-
ponents, characterizing regular traffic and traffic when an
attack is underway. In particular, we focus on the simplest
case wherein each component is associated with a single fea-
ture, such as packet counts observed per time slot.

The system we study is shown in Figure 1. In the fig-
ure, the blue dotted arrows represent measurement data
collected at home routers and sent periodically to a data
fusion center for analysis. The botmaster can issue com-
mands to the infected homes (in red) but, as shown in the
figure, the attacker can choose not to use all the homes he
controls to initiate an attack, to cause significant damage
and yet remain covert.

At a high level, we posit that an attacker is covert if ad-
min running a detector (also known as a classifier) cannot
determine if an attack is in progress by observing the traffic
(byte or packet rate) from a set of homes. Formally, con-
sider that admin runs an optimal statistical hypothesis test
and uses it to compute the probability of false alarm (pra)
and the probability of miss detection (papp). In this set-
ting, the sum of errors pra + pamp lies in [0,1]. Following
the definition in [1], we then say that an attack is covert if
the attacker has a strategy that makes the sum pra + pymp
arbitrarily close to one.

Results. We establish that the amount of traffic that an
attacker can issue while remaining covert grows as O(y/n),
where n is the number of compromised homes controlled by
the attacker in the network (Figure 2). We also obtain con-
ditions under which this bound is tight. We confirm these
results using the real data collected at home-routers from a
mid-sized ISP, with whom we partnered to gather statistics
about baseline regular traffic. Our dataset includes pack-
ets and byte counts collected at thousands of home-routers
over several months. Our analysis of the dataset shows that
regular traffic can be modeled by a mixture of Gaussian dis-
tributions. We also use a dataset of attack traffic, generated
by controlled experiments using real botnet code [6]. The
traffic distribution of the attack traffic can also be approxi-
mately modeled by a mixture of Gaussian distributions.
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